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About Excelic

For some, the path to excellence is a steady march. For others, it 
unfolds through bursts of innovation. But for the best of the best, 
it’s both, disciplined improvement initiatives, marked by powerful 

leaps and breakthroughs.  As the world’s largest professional 
services firm, we help organizations build value and excellence by 
uncovering insights that create new futures and doing the hard 

work to improve performance.



Excelic’s Profile - Overview

Excelic – specialist risk and compliance 

firm with expertise in IT risk management 

Ex Big 4 leadership with combined 250+ years of 

professional services experience. 

Risk and compliance expertise across industries, risk 

consulting services & operations; serving more than 

100 clients across the globe

Flexible “On Demand” Governance and Risk 

Consulting Services, Satellite presence in 

Middle East, India, Europe

15+ experts specialized in IT solutions with CISA, CISSP, ISO 27001, ISO 22301, OSCP 

certifications

• Techno functional team  to conduct application reviews.

• Pool of CISA, CISSP, CISM, OSCP, CEH, ISO27001 LA, CRISC and other relevant certified 

professionals

• Team with a good mix of industry and consultancy background

• Team with technical expertise in networks and infrastructure reviews

• Methodology aligned to the ISO 27001/  COBIT / ISF framework

• Large repository of technology risk and controls database

• Audit methodology and documentation practices aligned to the standards of international 

accounting bodies and industry best practices

IT RISK MANAGEMENT TEAM

15+

Seasoned Risk & Audit 

Professionals

10+

IT Risk Management 

Professionals

15+

Cyber Security 

Professionals



A Snapshot of Our IT Risk Management Services

▪ Cyber Risk 
Management

▪ Infra & App security 
assessments

▪ Enterprise security 
architecture review

▪ Secure SDLC review

▪ Identity & access 
management

▪ Cloud security and 
mobility security 
reviews

▪ IT security policy & 
process review

▪ IT GRC (tools) review

▪ HITRUST, HIPAA, 
NIST, ISO alignment 

▪ Data Governance

▪ GDPR & CCPA, SOX, 
SSAE16, PCI 
requirements

▪ ITRM framework 
design & rollout 

▪ Third party InfoSec 
Reviews

▪ BCP & DR planning & 
implementation

▪ Software Asset 
Management 

▪ Evidence Acquisition

▪ Evidence Analysis

▪ Legal Documentation

▪ Forensic Data 
Reporting

▪ Legal Certification

▪ Court Depositions

▪ Know your Employees

▪ Company Data 
Protection Policy

▪ Review IT Security 
Policies

▪ Data Protection Process 

▪ Data Governance

▪ Legal Framework

Cyber Risk and 
Security

IT Governance and 
Compliance

IT Risk
Management

Forensic 
Investigation

Corporate fraud 
Prevention
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Our Depth & Breadth of Cyber Risk Services

Security Management 

& Transformation

Security Strategies

Organizational Transformation

Regulatory & Compliance

Third Party Risk Management

Supply Chain Risk

Security GRC

Security Awareness & eLMS

Security Analytics

Security Project Management Office

Security Architecture

Cyber 

Security

Cyber Preparedness

Cyber-Simulation & Awareness

Cyber Diagnostics & Risk Analysis

Cyber Threat Profile

Cyber Value at Risk (VaR)

Data Privacy 

& Protection

Public Key Infrastructure (PKI) Advisory

Information Protection Technology

Data Privacy Regulation

Data Discovery | Classification | Tagging

Encryption Services

Identity 

Management

Access Certification

User Life Cycle Management

Identity & Federation

Privileged Access Management

Information Rights Management

Resiliency & Continuity

Organization Resilience 

Business and Operations Resilience

Technology & Cyber Resilience

Vendor & Supply Chain Resilience

Crisis Management

Cyber 

Intelligence

Center
Managed Services

Cyber Watch (Brand Protection)

Social Media Analytics

Vulnerability Management

Secure Source Code Analysis

DDoS Analysis / Protection

Advanced Security Monitoring

Red Team / Covert Ops

Cyber Incident Response

Data Loss Prevention

Cyber Threat Intelligence

Application Security Framework

Cyber Forensics

Emerging 

Risks
ICS / SCADA Security Mobile Security Cloud Computing / Virtualization Social Networking Risk



Appendices

Appendix A – Excelic Cyber Strategy Framework

Appendix B – Secure.Vigilant.Resilient Services



To manage cyber risks appropriately organizations must set risk appetite, and drive focus on what matters. Our Cyber Risk Management framework starts by understanding who might attack, why,

and how.

• Perimeter defenses
• Vulnerability management
• Asset management
• Identity management
• Secure SDLC
• Data protection

Information Security Risk Program and Governance

• Cyber criminals
• Hactivists (agenda driven)
• State Sponsored hackers
• Insiders / partners
• Competitors
• Skilled individual hackers

• Theft of IP/strategic plans
• Financial fraud
• Reputation damage
• Business disruption
• Destruction of critical infrastructure 
• Threats to health & safety

Who might attack? 

What are they after, and what are the key business risks I 
need to mitigate?

What tactics might they use?

• Governance and operating model
• Policies and standards
• Management processes and 

capabilities 
• Risk reporting 
• Risk awareness and culture

• Spear phishing, drive by download, etc. 
• Software or hardware vulnerabilities
• Third party compromise
• Multi-channel attacks
• Stolen credentials

• Incident response 
• Forensics
• BC/DR, Crisis management

SECURE

Are controls in place 
to guard against 

known and emerging 
threats?

VIGILANT

Can we detect 
malicious or 

unauthorized 
activity, including 

the unknown?

RESILIENT

Can we act and 
recover quickly to 
minimize impact?

• Threat intelligence
• Security monitoring
• Behavioral analysis
• Risk analytics

Appendix A: Excelic Cyber Strategy Framework



In order to define which cyber capabilities SAMA should focus on and to what 

extent, we will utilize Excelic’s Cyber Strategy Framework that starts from the 

perspective of your business in order to assess and visualize your cyber resilience.

As shown on the next page, the framework is based on 3 pillars:

• A comprehensive Cyber Threat Model

• Your Business Services and their Characteristics

• A Cyber Security Capability Model

By assessing the Characteristics of services, related applications and 

communication channels, the framework will be able to define your Cyber Threat 

Landscape and the target maturity levels of your cyber security capabilities.

By comparing these target maturity levels with your actual maturity accross your 

organisation, we can define which Risk Assessment Capabilities you should build 

(and the target maturity level for these capabilities).

Appendix A: Excelic Cyber Strategy Framework

Excelic’s Global Cyber Strategy Framework



Advantages

• Uses existing open standards like ISO 

27001 and NIST and combines it with 

Excelic expertise worldwide

• Has been validated by security 

professionals worldwide

• Clients use the Excelic model for their 

operational internal control

system

Focuses on 

• preventive security

• Infosec risk assessment

• management commitment

Disadvantages

• Controls are a checklist, what is 

the need for a control?

• Gives limited guidance on APT 

and detect capabilities ( 

security analytics)

Missing from ISO compared to 

Excelic

• Data loss prevention

• Brand protection

• Network & system analytics

• User behavior analytics

Focuses on 

• Critical infrastructure 

within United States

Disadvantages

• Maturity levels are only 

defined at a high level

Focuses on 

• FSI content pack

• Detailed maturity 

guidance

• Scope encompasses at 

ISO 27001, NIST and 

SANS controls

Cybersecurity Framework

• Updated each Quarter with the latest 

industry experience

Disadvantage

• Not an open model

Focuses on 

• Technical controls

Missing from SANS compared to Excelic

• Policy & Standards

• Sourcing

• Risk Management & Compliance

• Cyber Threat Intelligence

• Brand Protection

• …

This view illustrates how the Excelic Cyber 

Strategy Framework blends aspects of 

three widely used Cyber Security 

Standards:

- ISO 27001

- NIST

- SANS Top 20 critical security controls

At Excelic, we believe that each of these 

standards have their own focus and 

applicability but that none of these 

frameworks are comprehensive enough for 

most organizations in order to manage 

cyber threats.

Therefore, we have built a blended model 

that is aligned to these standards but which 

is more comprehensive to serve SAMA’s 

needs. The Excelic global Cyber Strategy 

Framework also includes defined levels of 

maturity which is not part of any of the other 

cyber security standards. 

Excelic’s Global Cyber Capability Model is encompassing, and enhancing, the key security standards.

Appendix A: Excelic Cyber Strategy Framework

Excelic’s Global Cyber Strategy Framework



Appendix B:  Excelic’s Cyber Security Framework & Services

Governance VigilantSecure Resilient

Threat 

Management
Incident

Management

Cyber Threat Intelligence

Brand Protection

Cyber Attack Readiness Testing

Security Incident Response

Forensics

Business Continuity Management

Application 

Protection

Secure SDLC

Information 

Protection

Cryptographic Services

Data Leakage Prevention

Information Lifecycle Management

Data Privacy

Information Classification

Security Event Monitoring

Network & System Analytics

User Behavior Analytics

Malware Protection

Patch & Vulnerability Management

System Security

Network Security

Physical Security

Application Security

Security 

Analytics

Infrastructure 

Protection

Identity Lifecycle Management

Roles & Rights Management

Authentication

Identity & Access 

Management

Cyber Risk Management & Compliance

Policies & Standards

Vendor Management

HR Security

Training & Awareness

Cyber Security 

Management



Our Methodology & Approach:  5 Phases customized to Requirements

Phase 3
Current State

Assessment

Phase 4
Information Security Strategy

& Reporting

• Current State Assessment meetings with key 

company personnel & stakeholders

• Risk & Maturity assessment against controls as per 

Cyber Strategy Framework (CSF)

• Analysis & Heat-maps

• Develop High-level Information Security Strategy 

matching its short-term and long-term goals

• Information Security Strategy socialization

• Reporting & Management Presentation

Phase 1
Stakeholder Program

& Planning

Phase 2
Cyber Strategy Framework 

Customization & Tool Enablement

• Project Planning and Kick-off

• Define and agree on scope and deliverables

• Develop project charter and detailed project plan

• Reporting templates agreement and socialization

• Stakeholder Workshops to understand security requirements vision (SRV)

• Agree on the list of requirements for Cyber Strategy Framework (CSF)

• Customize & Configure Excelic’s Cyber Strategy Framework (CSF) to match 

companies requirements

Phase 5
Implementation Support

• Support client to implement the required information 

security controls. 



Corporate & Government Ties



Thank You


